The widespread deployment of various wireless radio access systems in public areas poses acute issues in frequency assignment. Radio-over-free-space-optics (Ro-FSO) technology enhances spectral efficiency and may pave the way towards a ubiquitous platform for radio and optical domains without optical fiber in local area networks. This paper investigates the performance of simultaneous optical mode division multiplexing of a donut mode, a Laguerre-Gaussian (LG) mode and two Hermite-Gaussian (HG) modes to realize 4 x 20Gbps transmission in a Ro-FSO system under clear weather conditions. The power coupling coefficients, received power, signal-to-noise ratios and constellations and are analyzed.
INTRODUCTION
The widespread deployment of access points in wireless local area networks (WLANs) in public areas based on IEEE 802.11 a/b/g/n standards requires critical frequency planning considering the lack of non-overlapping radio frequency (RF) spectrum and the recent rise in number of users [1] . As cochannel interference exacerbates with increased power levels to accommodate a larger pool of users, frequency assignment, load balancing and scheduling issues present obstacles [2] [3] [4] .
To address the scarcity of radio frequency (RF) spectrum and channel assignment issues, a more flexible allocation of frequency spectrum in WLANs is enabled by radio-over-fiber (RoF) access networks for the distribution of radio signals using an optical carrier through an optical fiber, harnessing the underutilized and unlicensed optical spectrum. Optical links typically have higher bandwidths than RF links and do not interfere with each other nor with RF links [5] .
Optical fibers, nevertheless, may not always be easily laid due to cost and geographical issues [6] . Thus radio-over-freespace-optics (Ro-FSO) is an attractive alternative, offering high data rates, unregulated frequency use, low power consumption and secure data transmission over typical WLAN exploiting a different subset of the electromagnetic spectrum and concurrently relieving RF spectrum congestion issues in * Email Address: angela.amphawan.dr@ieee.org current wireless networks.
Although extensive experimental [7] [8] [9] and mathematical [10] [11] [12] advancement in Ro-FSO and FSO systems demonstrate that optical beams are more secure due to their narrow divergence compared to radio beams, physical layer attacks from eavesdroppers still present a significant challenge [13] . To address this, recent strategies include employing a secret key generated from the atmospheric turbulence and scintillation characteristics of the FSO channel [14] or by controlling the radius of the beam using deflectors to decrease the probability of eavesdropping [15] . Mode division multiplexing (MDM) is a diversity technique for multiplexing several data streams using different eigenmodes for increasing channel capacity [16] [17] [18] [19] [20] [21] and has in recent years been used for enhancing physical layer security [22] [23] [24] . In [23] , the relation between confidentiality and data rate was examined for MDM, indicating that suitable code designs guarantee that the maximum data rate with perfect security is significantly higher in MDM systems than in systems based on quantum key distribution (QKD). In [24] , mode interference patterns of a grating sensor are leveraged for deformation and intrusion detection. In [23] , to enhance security, a nonlinearity. composition including a product instead of a linear composition was adopted.
Fig. 1 Proposed MDM-Ro-FSO Model
To extend the MDM work in [22, 23] , we develop a novel authentication method based on customized wavefronts. The authentication method is based on the detection of power coupling coefficients from Donut mode 0, a Laguerre-Gaussian (LG) and Hermite-Gaussian (HG) modes as private keys. The performance will be analyzed in a Ro-FSO system over an FSO link of 50 km, with each optical channel carrying 7.5 GHz radio sub-channels at a data rate of 20 Gbps.
The remainder of the paper proceeds as follows. Section II elucidates the main principles of the MDM model and simulation parameters. Section III reports on the results and discussions, followed by the conclusion in Section IV. Fig. 1 displays the proposed model for MDM in Ro-FSO designed in OptiSystem 13 [25] . The model comprises four independent OFDM radio subcarrier channels, each carrying 20 Gbps data stream over a 40GHz optical spatial carrier on four different laser modes, Donut 0 mode, LG 01 mode, HG 00 mode and HG 01 mode, derived from a continuous wave (CW) laser and multiplexed over free-space, as depicted in Fig. 1 . Four separate 20Gbps 4-level quadrature amplitude modulated (QAM) sequences are modulated on 512 OFDM sub-carriers using 1024 fast Fourier transform (FFT) points. The four sets of OFDM subcarriers are then modulated on a 7.5 GHz radio subcarrier by quadrature modulation (QM). The four sets of QM signals are independently propagated onto four distinct 40GHz optical carriers on four aforementioned modes as private keys.
SYSTEM DESCRIPTION
The LG mode generated from the laser is described mathematically as [26] : 
where m and n represent the azimuthal and radial indices respectively, R is the radius of curvature, 
where m and n represent mode dependencies on the x-and y-axes, R is the radius of curvature, o is the spot size; Hm and Hn are the Hermite polynomials. On the other hand, the generated donut mode is described mathematically as [28] :
where is the azimuthal index, is the inner radius and is the outer radius of each mode.
The QM signals propagated on these four modes are then multiplexed and transmitted over a 50km free-space channel. The four MDM signals are retrieved using a spatial Avalanche photodetetector (APD) with an aperture of 30cm at 40 GHz based on noninterferometric intensity distribution [29] . The power coupling coefficient distribution from the four channels are used as secret keys. A semiconductor optical amplifier (SOA) with an injection current of 0.5A is used for post amplification. Down-conversion is instigated when the retrieved electrical signal from the APD is fed to a 7.5 GHz radio QM demodulator. This signal is further fed to an OFDM demodulator and QAM decoder for data recovery. Clear weather condition is assumed throughout the transmission.
RESULTS AND DISCUSSION
The power coupling coefficient versus LP mode for all four channels are computed and presented in Fig. 2 and used as distinct private keys. For Channel 1 and Channel 3, a significant portion of the power is coupled into mode LP 01. For Channel 2 and Channel 4, a significant portion of power is coupled into mode LP 11. The power coupling coefficient distribution are secret keys for each channel and quantitative metrics for secrecy. The variation in the power coupling coefficient levels indicate intrusion by an eavesdropper.
The total received power and signal-to-noise ratio (SNR) from our proposed Ro-FSO transmission system under clear weather conditions are shown in Fig. 3 and Fig. 4 respectively. From the comparison of SNR and received power curves, interestingly, Channel 2 (LG mode 01) is the most robust, followed by Channel 1 (Donut mode 0), Channel 4 (HG mode 01) and Channel 3 (HG mode 00). From Fig. 2 , Channel 2 with incident LG01 mode has the highest received power -at 77.32dBm, -84.19dBm and -93.12dBm for a free-space link of 10km, 30km and 50km respectively. Channel 1 with incident Donut Mode 0 has the second highest received power -at 72.43dBm, -79.56dBm and -88.45dBm. for a free-space link of 10km, 30km and 50km respectively. This is followed by Channel 4 (HG 01) with received power of -71.76dBm, -78.81dBm and -88dBm and Channel 3 (HG 00) with received power 67.83dBm, -75.09dBm and -83.93dBm for a free-space link of 10km, 30km and 50km respectively. Channel 3 has the best SNR, followed by Channel 4, Channel 1 and Channel 2, consistent with the total received power. From  Fig. 3 , the value of SNR for Channel 1is measured as 27.11dB, 20.11dB and 11.21dB respectively for a free-space link of 10km, 30km and 50km respectively. For Channel 2, the SNR values are significantly lower, i.e.22.76dB, 15.49dB and 6.65dB respectively for a free-space link of 10km, 30km and 50km respectively. For Channel 3, the SNR values are higher than the SNR values for Channel 2 and are computed as 32.19dB, 24.87dB and 16.18dB as compared to Channel 4 which shows SNR values of 28.14dB, 21.65dB and 11.42dB for a free-space link of 10km, 30km and 50km respectively. The curves indicate that maximum achievable distance for Channel 1, Channel 2, Channel 3 and Channel 4 are 30km, 20km, 40km and 30km with acceptable SNR and total received power. The received power, SNR and constellations demonstrate that the four secret keys allow successful transmission of data on four distinct channels. HG modes are more robust to multi-path fading than donut modes and higher-order LG modes, and thus more secure. Better SNR and link distance are attained with HG modes compared to LG modes and donut modes as their spatial profiles are more intact with propagation distance.
CONCLUSION
This paper demonstrates a new MDM architecture based on DT 00, LG 01, HG 00 and HG 01 modes for multiplexing OFDM radio subcarriers using the power coupling coefficient distribution as the secret key. The SNR, total power and constellations show that all four channels are retrieved correctly using the respective keys for up to 50km, 30km, 20km and 40km for Channel 1, Channel 2, Channel 3 and Channel 4 under clear weather conditions. Future work will look into the effect of turbulence on the secrecy and transmission range.
